fereerT greners! Hz=2ama

BIRLA INSTITUTE OF TECHNOLOGY

(Pro 3o TS ) Y a7 3 F aEn FieE FaErErET || A Deemed to be University u/s 3 of UGS Act, 1956)

m ﬁ zaqaw u;mm |\IL5R\ RANCHI - 835 215 (INDIA)

Ref. No. GO/Estb/CSP/25-26/ 4- 6 O + 19 December 2025
CIRCULAR
IMPLEMENTATION OF CYBERSECURITY POLICY - DO’S & DON’TS

In view of the enhanced cybersecurity measures being implemented at BIT
Mesra, and to promote awareness among all faculty members, staff, and students, the
ICT Cell has prepared a comprehensive set of Do’s & Don’ts of the Cybersecurity
Policy (attached herewith).

The policy outlines key measures designed to:
« Do’s to be followed
« Don’ts — Security Risks to Avoid

These recommended measures are aligned with established best practices in
cybersecurity and aim to strengthen the defense mechanisms for information technology

across the Institute.
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1. All Concerns



CYBERSECURITY BEST PRACTICES FOR UNIVERSITY

STAFF & STUDENTS
Do’s to be followed
Policy & Compliance
. Follow the University Cyber Security Policy in both letter and spirit.
. Participate in regular cybersecurity awareness programs and training.
Device & Software Security
° Install and update licensed antivirus software.
. Keep operating systems and applications patched and updated.
® Use only authorized, licensed, and supported software.
. Ensure software has active support and patch management.
o Physically secure devices (lock workstations, don’t leave laptops unattended).
Passwords & Access
. Use strong, unique, complex passwords.

Change passwords regularly and after suspected breaches.
° Remove default credentials on all systems and devices.
o Access university systems only from secure networks (avoid public Wi-Fi).

Data Protection

o Regularly back up important data using university-approved systems.
. Follow cloud usage policies—use only approved platforms.
. Be mindful on social media; avoid sharing sensitive information.

Email & Communication

. Practice safe email usage—don’t click suspicious links or attachments.
. Report phishing, malware, or suspicious activity immediately.
. Use university-assigned email for official communication.

Mobile & Network Security
. Secure mobile devices with PINs, biometrics, and encryption. )
. Install apps only from trusted sources (Google Play, Apple App Store).

° Test systems periodically for vulnerabilities with IT team support.



¥ Don’ts - Security Risks to Avoid

Policy & Compliance

. Do not violate cybersecurity policy—disciplinary/legal consequences may
follow.
° Never attempt to hack or tamper with IT systems.

Passwords & Access

. Never share passwords or login credentials.
. Don’t use shared or generic admin accounts.
o Don’t leave default credentials unchanged (e.g., Oracle default passwords).

Software & Devices

o Avoid unlicensed or pirated software.

. Do not download software from unverified sources.

. Don’t use outdated or unsupported systems.

. Avoid connecting unauthorized hardware to the university network.
. Don’t use USB devices without IT clearance.

Email & Communication

° Do not click suspicious email links or attachments.
. Avoid saving sensitive data on public devices or browsers.
. Don’t use personal email for official communication.

System & Network Security

o Don’tignore system warnings or security alerts.

. Don’t leave devices unlocked or unattended in public areas.
. Don’t keep unused ports, services, or firewall rules enabled.
. Don’t delay critical firmware or OS patches.

o Don’t give vendors unrestricted network access.



