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   CO BL 
Q.1(a) Differentiate between Intrusion Detection System and Intrusion Prevention System. [5] 1 4 
Q.1(b) Discuss the goals of Network Intrusion Detection System. Explain the need of a 

firewall. 
[5] 2 2 

     
     

Q.2(a) Explain about the Attacks on the network layer. [5] 2 2 

Q.2(b) Distinguish between Denial-of-Service Attack and distributed Denial-of-Service 
Attack. 

[5] 3 4 

     
     

Q.3(a) Explain metrics for evaluating  the effectiveness of an Intrusion Detection System. [5] 2 2 
Q.3(b) Explain Statistical anomaly detection  based Detection technique. [5] 2 2 

     
     

Q.4(a) Explain the purpose of Botnets.What is a web based Botnet? [5] 3 2 
Q.4(b) What is fast Flux? Differentiate between single flux and double flux. [5] 3 3 

     
     

Q.5(a) Explain the steps followed in a a zero-day attack. What are the attack vectors of a 
zero-day attack? 

[5] 4 2 

Q.5(b) Explain the issues and Impact of insider threats. Explain the method to prevent an 
insider attack. 

[5] 3 2 
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