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Q.1(a) Illustrate the goals of digital forensic investigation.                                                       BT2, CO1, CO2 [5] 
Q.1(b) How would you classify the different types of digital evidence? Explain the characteristics of each of 

them.                                                                                                                          BT2, CO1, CO2 
[5] 

   
   

Q.2(a) Explain the importance of Reconnaissance in the ethical hacking process.                       BT6, CO2, CO3 [5] 
Q.2(b) Discuss the stages involved in incident response handling.                                              BT2, CO2, CO3 [5] 

   
   

Q.3(a) What are the three methods of Forensic imaging? Briefly discuss the advantages and disadvantages of 
each.                                                                                                                                  BT5, CO4 

[5] 

Q.3(b) Explain the use of Write Blocking during the process of Forensic duplication.                         BT2, CO4 [5] 
   
   

Q.4(a) Categorize the different types of Intrusion Detection Systems based on their working.            BT4, CO5 [5] 
Q.4(b) How can an intrusion attack be planned on a system by using address spoofing?                      BT3, CO5 [5] 

   
   

Q.5(a) Summarize the working of an Email communication system. In what ways can an attacker use Email 
communication to plan an attack?                                                                                          BT2, CO5 

[5] 

Q.5(b) Explain the role of Header analysis in Email forensics.                                                            BT4, CO5 [5] 
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Q.1(a) Discuss the procedure of Evidence handling.                                                                         BT2, CO1 [5] 

Q.1(b) Explain the abstract digital forensic model framework of digital investigation.               BT2, CO1, CO2 [5] 

   

Q.2(a) What characteristics distinguish a White hat from a Black hat hacker?                            BT4, CO2, CO3 [5] 

Q.2(b) How would you classify the different types of Ethical hacks?                                          BT2, CO2, CO3 [5] 

   

Q.3(a) Illustrate the different rules of Forensic duplication.                                                             BT2, CO4 [5] 

Q.3(b) Discuss the tools required for forensic duplication.                                                                BT2, CO4 [5] 

   

Q.4(a) Discuss the various ways in which password cracking is done by hackers.                        BT2, CO2, CO5 [5] 

Q.4(b) Distinguish the different ways of network monitoring.                                                           BT4, CO5 [5] 

   

Q.5(a) Briefly discuss the working of Email forensic tools that help in tracing the location of the sender. BT2, CO5 [5] 

Q.5(b) Elaborate the different Mobile hacking attacks. How are they manifested?                            BT6, CO5 [5] 


