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Q1 (a) What are the different types of classical encryption techniques? [2] 
 (b) Discuss the different types of Modes of Operation using a suitable block diagram. [3] 
    
    
Q2 (a) Compare the symmetric-key and asymmetric-key cryptography. [2] 
 (b) Given the key ‘GYBNQKURP’, apply the Hill cipher to the plaintext ‘ACT’. Prove the 

authenticity of the message. 
[3] 

    
    
Q3 (a) Why we are using XOR operation in the Feistel cipher? [2] 
 (b) Discuss the different types of transformation involved for decryption in AES cipher. [3] 
    
    
Q4 (a) Write the steps to produce ciphertext C from plain text p using triple DES with two keys. [2] 
 (b) Explain the meet-in-the-middle attack. [3] 
    
    
Q5 (a) Define the discrete logarithmic problems. [2] 
 (b) How sender can send a message securely to receiver by using RSA algorithm. Explain the 

different steps involved in this during encryption, and decryption. 
[3] 

    
    
Q6 (a) Define the different possible attacks on RSA. [2] 
 (b) What are the steps for key calculation by sender, receiver and attacker in the man-in-

the-middle attack?  
[3] 
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