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Q.1(a) What do you understand by secure communication? [2] 
Q.1(b) List and briefly define categories of security services. [4] 
Q.1(c) Use the Playfair Cipher to encipher the message “The key is hidden under the door pad.” The 

secret key can be made by filling the first & the part of the second row with the word GUIDANCE” 
& filling the rest of the matrix with the rest of the alphabet.  

[6] 

   
Q.2(a) Define traffic confidentiality. [2] 
Q.2(b) Mention the strength and weakness of DES. What is the purpose of S-Box in DES?  [4] 
Q.2(c) Explain the Advance Encryption Standard Algorithm (AES). [6] 

   
Q.3(a) Define confusion and diffusion. [2] 
Q.3(b) In a public key system using RSA, you intercepted the ciphertext C=8 sent to a user whose public 

key is e=13, n=33. What is the plaintext? 
[4] 

Q.3(c) Discuss the security aspects of RSA. [6] 
   

Q.4(a) Differentiate between Message Authentication Code and Message Digest. [2] 
Q.4(b) Why is SHA more secure than MD5? [4] 
Q.4(c) Explain the steps involved in digital certificate. How can we verify the digital certificate? [6] 

   
Q.5(a) What is the difference between a CRC check and hashing function? [2] 
Q.5(b) What key management issues are involved in Public Key Cryptography? [4] 
Q.5(c) Explain the RSA scheme of digital signature through an Example. [6] 

   
Q.6(a) Differentiate between conventional and digital signature. [2] 
Q.6(b) Consider a situation: an attacker(A)creates a certificate, puts a genuine organizations name (say 

Bank B), and puts the attacker’s own public key. You get this certificate from the attacker, 
without knowing that the attacker is sending it. You think it is from bank(B). How can this be 
prevented/resolved? 

[4] 

Q.6(c) Explain Pretty Good Privacy algorithm. [6] 
   

Q.7(a) Define trusted systems. [2] 
Q.7(b) With the help of suitable block diagram explain firewall design principles. [4] 
Q.7(c) Write a note on IP security. [6] 
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