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Q.1(a) Illustrate the goals of digital forensic investigation.                                                        [5] 
Q.1(b) How would you classify the different types of digital evidences? Explain the characteristics of each of 

them.                                                                                                                           
[5] 

   
   

Q.2(a) Elaborate the different steps performed by hackers. What is a zero day exploit?             [5] 
Q.2(b) Discuss the stages involved in incident response handling.                                              [5] 

   
   

Q.3(a) Justify the use of Forensic duplication in the process of forensic investigation.               [5] 
Q.3(b) Explain the term ‘Forensic duplicate’.                                                                           [5] 

   
   

Q.4(a) Categorize the different types of Intrusion Detection Systems based on their working.    [5] 
Q.4(b) How can an intrusion attack be planned on a system by using address spoofing?              [5] 

   
   

Q.5(a) Summarize the working of an Email communication system. In what ways can an intruder disrupt this 
communication?                                                                                                            

[5] 

Q.5(b) Distinguish between Bluesnarfing and Bluejacking.                                                         [5] 
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