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Q.1(a) What is the difference between a block cipher and a stream cipher? What is steganography? [5] 
Q.1(b) What do you understand Zero Knowledge Protocol?   Explain Zero-Knowledge Proofs of Identity [5] 

   
   

Q.2(a) Explain the different methods of public key distribution with suitable diagrams and show how secret 
keys are exchanged using public keys. 

[5] 

Q.2(b) Explain Diffie Hellman Algorithm with an example. [5] 
   
   

Q.3(a) What are prime numbers and relatively prime numbers? State and Prove Fermat’s theorem. [5] 
Q.3(b) Explain the operation of DES algorithm using diagram. What is the strength of a DES algorithm? [5] 

   
   

Q.4(a) What do you mean by pseudo random number generation? Explain. [5] 
Q.4(b) Explain Secure Hash Algorithm using block diagram. [5] 

   
   

Q.5(a) How elliptic curve cryptography can be used as key transfer, Encryption and Decryption of a 
message? 

[5] 

Q.5(b) Assume a client C wants to communicate with a server S using Kerberos protocol.  How can it be 
achieved? 

[5] 
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