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   CO BL 
Q.1(a) What do you understand by network security attack? Describe active and passive security 

attack. 
[5] CO1 2 

Q.1(b) What is zero-knowledge proof, and how does it ensure that no additional information is 
revealed during the proof process? 

[5] CO1 2 

     
     

Q.2(a) Explain Diffie-Hellman Algorithm with an example [5] CO2 3 
Q.2(b) Solve the following sets of simultaneous congruences: 

x = 5 (mod 11),  x = 14 (mod 29),  x = 15 (mod 31) 
[5] CO2 3 

     
     

Q.3(a) State and proof Euler's theorem, and how does it relate to Fermat's little theorem? [5] CO3 1 
Q.3(b) Discuss RSA with computations for public key cryptography. Also perform the encryption 

and decryption for p = 7, q = 11, e = 17 and m = 8. 
[5] CO3 3 

     
     

Q.4(a) How be a threshold cryptosystem used to create a trusted setup? How to relate threshold 
cryptosystem with signature schemes? 

[5] CO4 2 

Q.4(b) Explain the steps involved in Digital Certificate. How can we verify a Digital Certificate? [5] CO4 2 
     
     

Q.5(a) What do you mean by Public Key Cryptography Standards (PKCS)? Explain with the help of 
an example. 

[5] CO5 2 

Q.5(b) Write short notes on any two of the followings: 
i. Lightweight Cryptography 
ii. Quantum Computing 
iii. Cryptocurrencies 

[5] CO5 1 
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