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    CO BL 
Q1 (a) Differentiate between symmetric cryptography and asymmetric cryptography. [2] CO1 2 
Q1 (b) Explain the security requirement CIA (Confidentiality, Integrity and 

Availability) triad in details. 
[3] CO1 1 

      
      
Q2 (a) Differentiate between stream cipher and block cipher. [2] CO2 2 
Q2 (b) Consider Plaintext=”Algorithm” and Key=”Playfair”. Using Playfair 

Cryptographic Algorithm, compute Cyphertext.  
[3] CO3 3 

      
      
Q3 (a) Explain Euclidean Algorithm with the help of an example. [2] CO2 2 
Q3 (b) With the help of a diagram explain DES encryption algorithm  [3] CO3 2 
      
      
Q4 (a) For GF(52) find finite field Z5

2. [2] CO3 3 
Q4 (b) Find out additive inverse and multiplicative inverse for GF(23). [3] CO3 3 
      
      
Q5 (a) Define Euler’s Totient Function and Euler’s Theorem. [2] CO2 1 
Q5 (b) Find out the public key and private key using RSA algorithm for the following 

problem: Two prime numbers are p=11 and q=13. Select other values suitably, 
if required. 

[3] CO4 4 
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