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Q.1(a) Explain the goals of Cryptography [2] 
Q.1(b) If the message is “HELLOWORLD” and the key sequence is “TBFRGFARFM,” then what will be the 

cipher text if we use One Time Pad to encrypt the message. 
[3] 

Q.1(c) Explain different types of attacks on a Cryptosystem. [5] 
   

Q.2(a) Explain the procedure used for Verifying Keys. [2] 
Q.2(b) What are the differences between Public Key Cryptography and Private Key Cryptography?  [3] 
Q.2(c) Write a short note on Steganography. [5] 

   
Q.3(a) What do you mean by Double Encryption. [2] 
Q.3(b) Find the GCD of (161, 28) using Extended Euclidean Algorithm. [3] 
Q.3(c) Explain the detailed working of Data Encryption Standards (DES) using a block diagram. [5] 

   
Q.4(a) Explain the MD5 algorithm. [2] 
Q.4(b) What are the different characteristics of a Hash Function [3] 
Q.4(c) Explain the working of SHA – 256 using a block diagram. [5] 

   
Q.5(a) In RSA, suppose p = 7 and q = 11 and the plain text message is 9. What will be the cipher text? [2] 
Q.5(b) In Diffie – Hellman Key Exchange algorithm, Alice and Bob have chosen prime value = 17 and primitive 

root = 5. If Alice’s secret key is 4 and Bob’s secret key is 6, what will be the secret key they 
exchanged? 

[3] 

Q.5(c) Write a short note on any one of the following: 
 Elliptic Curve Cryptography (ECC) 
 Digital Signature Algorithm (DSA) 

[5] 
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