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Q.1(a) What do you mean by AUP? Explain IT security framework and its components. [5] 
Q.1(b) Define proxy server and write down physical components of LAN-to-WAN Domain along with it’s 

roles and responsibility  
[5] 

   
   

Q.2(a) What is active and passive attack? Briefly explain four major active attacks that can exploit the 
system security.  

[5] 

Q.2(b)  Differentiate between BCP and DRP? Explain different DRP tests in Disaster recovery. [5] 
   
   

Q.3(a)  What do you mean by Information system security and describe the Tenets of information System 
Security? 

[5] 

Q.3(b) What is hot site, worm site, and cold site? Mention the steps in responding to a disaster? [5] 
   
   

Q.4(a) What is two step authentication? And mention different types of authentication with example? [5] 
Q.4(b) Explain briefly the Seven domains of IT infrastructure and mention the roles and responsibility along 

with diagrammatic work flow. 
[5] 

   
   

Q.5(a) What do you mean by malicious software or malware? Briefly discuss different types hiding programs 
that effect the system? 

[5] 

Q.5(b) Discuss two key principles of risk management? Briefly explain Risk management process along with 
diagrammatic work flow. 

[5] 
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