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Q1 (a) Identify the challenges associated with achieving security on a shared computer. [2] 
 (b) Describe the CIA triad in computer security. [3] 
    
    
Q2 (a) Identify the cipher technique in which frequency analysis is difficult for a cryptanalyst. 

Also, mention how feature analysis becomes difficult.  
[2] 

 (b) Explain Caesar Cipher. Use it to decrypt HQFUBSWHG WHAW using key as 3. [3] 
    
    
Q3 (a) Explain the use of the expansion permutation in DES. [2] 
 (b) Comment on the security and vulnerabilities of the DES technique. [3] 
    
    
Q4 (a) Identify the parameter choices essential for designing a Feistel cipher technique. [2] 
 (b) Highlight the difference between confusion and diffusion in cryptography giving emphasis 

on the use of each. 
[3] 

    
    
Q5 (a) Find the multiplicative inverse of 23 in Z100 using the Euclidean algorithm.  [2] 
 (b) Explain a real scenario where the End to End encryption placement technique would be 

preferred. Also comment of the scope of this encryption technique in terms of the OSI 
layered architecture. 

[3] 

    
    
Q6 (a) Explain what pseudorandom numbers are and how can they be generated? [2] 
 (b) Find the inverse of (x2 + 1) modulo (x4 + x + 1) in GF(24). [3] 
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