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Q.1(a) What do you mean by Information system security and Describe the Tenets of information System 
Security? 

[5] 

Q.1(b) Explain Briefly the Seven domains of IT infrastructure and mention the roles and responsibility along 
with diagrammatic work flow? 

[5] 

   
Q.2(a) What is a security breach and mention the activities that cause security breach? Explain DOS attack and 

DDOS attack? 
[5] 

Q.2(b)  What are risk, threats, and vulnerabilities and define the relation between them? List out some common 
threats and vulnerabilities of each domain in IT infrastructure? 

[5] 

   
Q.3(a) Define risk register? Describe the role of business impact analysis (BIA) and it’s critical functions in risk 

management? 
[5] 

Q.3(b) Differentiate between BCP and DRP? Explain different DRP tests in Disaster recovery? [5] 
   

Q.4(a) What do you mean by access control and mention four parts of access control? Describe access control 
policies and its components? 

[5] 

Q.4(b) What is cloud computing? Explain different categories of cloud available in the market and mention 
different types of cloud services? 

[5] 

   
Q.5(a) What do you mean by malicious software or malware? Briefly discuss different types hiding programs 

that effect the system? 
[5] 

Q.5(b) Discuss two key principles of risk management? Briefly explain Risk management process along with 
diagrammatic work flow? 

[5] 
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