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Q1 (a) What are the following values in DES? 
1. Block size 
2. Cipher key size 
3. Round key size  
4. Number of rounds (do not count IP, IP-1 and Swapper in number of rounds) 

[2] 

 (b) Briefly explain the key generation procedure in DES with Diagram. [3] 
    
    
Q2 (a) List all 4 types of cryptanalysis attacks? A security system asking for 4 digit hexadecimal 

PIN (Personnel Identification Number) to access the system. Maximum, how many trials 
an attacker have to perform to get access the system? 

[2] 

 (b) Explain different security services in network security given by ITU-T. [3] 
    
    
Q3 (a) Hill cipher is block cipher or stream cipher, justify your answer with example. [2] 
 (b) Given a=161, and b= 28, find GCD(a,b) and the values of s and t such that 

a x s + b x t  = GCD(a,b). 
[3] 

    
    
Q4 (a) Generate the elements of the field GF(23) using the irreducible polynomial f(x)= x3+x+1.  [2] 
 (b) Use the extended Euclidean algorithm to find the inverse of polynomial x2+x+1 using the 

modulus x3+x+1. 
[3] 

    
    
Q5 (a) Encrypt the message “Enemy attacks tonight” using the transposition key  

3 1 4 5 2 
1 2 3 4 5 

 

[2] 

 (b) Use affine cipher to Decrypt the message “ZEBBW” with the key pair (K1= 17, K2= 5) in 
modulus 26.  

[3] 

    
    
Q6 (a) Write an algorithm for pseudorandom number generation. [2] 
 (b) What are the modifications you can do to make DES even more complex and secure? 

Justify your answer. 
[3] 
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