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Q.1(a) Categorize different types of network security attacks on the basis of security goals. [6] 
Q.1(b) Encrypt the message “this is an exercise “using the affine cipher with key (15,20). Also decrypt the 

message to get the original plaintext. 
[6] 

   
   

Q.2(a) Explain the different modes of operations for block cipher with suitable block diagram. [6] 
Q.2(b) Describe the one round DES encryption process. [6] 

   
   

Q.3(a) Write a short note on random number generation. [6] 
Q.3(b) In the Diffie-Hellman key exchange algorithm, let the prime number be 353 and one of its primitive 

root be 3. Let the users A and B select their secret keys XA = 97 and XB =233. Compute: 
     (i) The public keys of A and B 
     (ii) the common secret key 

[6] 

   
   

Q.4(a) Explain the meet-in-the-middle attack. [6] 
Q.4(b) Describe the Advanced Encryption Standard algorithm. [6] 

   
   

Q.5(a) Discuss the RSA cryptosystem with its weakness. [6] 
Q.5(b) State and prove Fermat’s theorem. [6] 

   
   

Q.6(a) What characteristics are needed in secure hash function. [6] 
Q.6(b) Explain the MD5 algorithm with the help of a block diagram. [6] 

   
   

Q.7(a) Describe the Digital signature standard approaches and its algorithm with proof. [6] 
Q.7(b) In the RSA scheme, let p=3, q=11 and d=3. Calculate the public key. Now Suppose A wants to send 

a message M=107 to B. Sign and verify this message using the RSA digital signature scheme. 
[6] 
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